2007 Security Awareness Training Instructions

2007 Security Awareness Training

The 2007 Security Awareness Training will be available through SIMON, the Job
Corps Staff Instructional Management Online Network, on June 11, 2007. All
staff having access to any Job Corps network resources must complete the 2007
Computer Security Awareness Training by August 17, 2007. This includes all
center, Outreach and Admissions (OA), Career Transition Services (CTS), and
other contractor staff that have access to any application in the CDSS suite, or
that have a Job Corps network user account.

Note: Staff at the National Office and the Regional Offices are exempt from this training
as they are required to take network security training prepared by the Department of
Labor.

Log into SIMON

All staff with CITRIX accounts have access to SIMON.
1. Go to https://simon.jobcorps.org/.

2. Enter your CITRIX user name and password and click Submit.

S IM ON 3 Knowledge Center Logo

Staff Instructional Management Online Network

WARNING ** WARNING *=* WARNING

You have accessed a United States Department of Labor/lob Corps
Computer System, which may be used only for official Government
business by authorized personnel. Use of this system without
authorization or for purposes for which authorization has not been
granted is a violation of Federal law and can be punished with fines or
imprisonment.,

(Public Law 99-474)

Al information on this computer system may be intercepted, recorded,
read, copied, and disclosed by and to authorized personnel for official
purposes, including criminal investigations, Access or use of this
computer system by any person whether authorized or unauthorized
constitutes consent to these terms,

An affirmative response signifies that the user has read, understands,
and will abide by the Job Corps Metwork Rules of Behaviar.

Please login using your Job Corps Citrix Login ID and Password
below,

passwords[ |

If you have not used SIMON before, you will need to register after the initial
login. Follow the steps closely to register accurately. All staff have both a Root
Organization and a Sub-Organization. Select your Root Organization using these
guidelines:

e Ifyou are a Center, OA, or CTS staff member, choose your region from the
drop-down list.

e Ifyouare an NTC, Operator, or a National Support Contractor, choose that
option from the drop-down list.
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Take the Security Awareness Training

1. On the SIMON homepage, click the Security Awareness Training link on
the menu bar at the top of the page.
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2. When the Course Description window appears, click the Take Course
button. The course list will then display in a pop-up window.

2007 Security Awareness Training

Description:

Per Program Instruction MNotice 06-xxx, all lob Corps staff that have access to Job Corps network resources
are required to complete and pass the 2007 Mandatory Network Securty Awareness Training.

Select the Take Course button to begin the course described above, or click Return to go back to the online
course listing.

¥ Tzke course for credit

Return to Course Information & Enrollment

View SAT 2007 Completers (POC Admins Only)
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Close this window to return.

2007 Security Awareness Training

Per Program Instruction Motice O6-xxx, all Job Corps staff that have access to Job Corps network resources
are required to complete and pass the 2007 Mandatory Network Security Awareness Training.

2007 Security Awareness Training

E 2007 Security Awareness Training

2007 Security Avarsness Quiz

3. Click the 2007 Security Awareness Training link to begin the training.
4. Click Yes at the Security Information prompt.

Security Information

rﬂ This page containg both secure and nonsecure
?. items.

Do you wart to display the nonsecure items?

[ es H Mo ] [ More Info ]

Note: If you must exit the training or the quiz at any point, you can access the course
again by clicking the Security Awareness Training link on the SIMON homepage.

5. While viewing the training, use the navigation buttons at the bottom of the
window to navigate forward, backward or pause during the presentation.

If you experience any difficulties viewing or hearing the multimedia
presentation, you can instead view the text-only version of the training by
clicking on the Security Awareness Text-Only link buttons located at the
beginning and end of the presentation.

6. After reviewing the training content, click Return to go back to the course
list.

7. To take the quiz, click the 2007 Security Awareness Quiz link. The quiz
will consist of ten multiple choice and true/false questions.

a. Select the best answer for each question.

b. Click Submit after answering all ten questions. The next window
will provide your score and feedback on incorrect answers.

c. Review the questions and feedback displayed. Then scroll to the
bottom and click Continue to close the window.

All staff are required to complete and pass the training. If you did not pass the
quiz, you can click the 2007 Security Awareness Quiz link and take it again.
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Printing Your Certificate

Congratulations, you have finished the training! You will now need to print a
certificate, sign it, and provide it to your POC or supervisor as documentation that
you have successfully completed the 2007 Security Awareness Training.

1. From the SIMON home page, click the Personal KC link located on the left
side of the page.
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2. Next, click the Transcript tab.

- ?
SIB/[().‘N‘Edh Info Home Index Help Glossary Feedback HNotepad Research Logout | Selectafunction

Stal” Instractionnl Wanagerent Drine Nrtwork

| Administration

| Career Center Welcome M S
| Coffee Shop

Perse
Course Search
R Cepter My Peers | Shortcuts | Transcript | lnterl'ace | Bookmarks | History | Leamlng?lan

Library PERSONAL KC

| reaming Center i Click the Transcript tab.
Mandatory Training

Status Course (required by) Type Section Date [ Information
You are not currently required to take any courses

Announcemeants e-Learning Web-based Training Courses
Femmaie Status Course Start Date
Surveys

What's New

Top 10

#* Contributors
® Respuroes

#® Searches

Job Corps Data Center 4



2007 Security Awareness Training Instructions

3. Locate the 2007 Security Awareness Training in the list and click the

Certificate link next to it.
Click the Certificate link.

Course B Lessons

Student Transcript

For: As of: June 3, 2007
C: Classroom Courses O Online Courses

Courses Onl

Completion Pretest Final
Type Title / Start Date Date Score Score Status |Performance
|O |2007 Security Awareness Training infc | certificate |D4_-"25_-"2DD? 05/25/2007 | | | FPass |Details
[a] |.i\C Circuits info |l33,-"28,-"2l3l36 | | | | Details
o |Acce55 - Forms follow function info | certificate |'32.".D 1/2007 | - | - | - | |

4. After the certificate appears in a new window, click the Printer icon at the
top of the window and then select Preferences when the print dialog appears.

5. Select Landscape from the orientation choices and click OK.
6. Click Print.

Remember to sign your certificate (in any available space) and turn it in to your
IT-POC or supervisor. You may use these same steps to re-print the certificate at
a later time, if needed.

Feedback and Inquiries

If you have questions or concerns regarding this notice, please contact the JCDC
Technical Assistance Center (TAC). Please send inquiries by email to HelpDesk-
JCDC-TAC@jobcorps.org. Include “SAT Question” in the email subject line.
Also, review the Job Corps Training Web site (http://training.jobcorps.org) and
Staff Information Management Online Network (https://simon.jobcorps.org) for
additional and updated information.
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